DEFENSE INFORMATION SYSTEMS AGENCY

JOINT INTEROPERABILITY TEST COMMAND
FORT HUACHUCA, ARIZONA 85613-7020

I'N REPLY

=m0 C2 and Conbat Support Systens Jul 02, 2001
Di vision (JTD)

MVEMORANDUM FCR DI STRI BUTI ON

SUBJECT: Joint Interoperability Test Certification of the
Joint Air Defense Systens Integrator (Joint
ADSI ), Specified Interfaces, version 11.103.4

Ref er ences: (a) DOD Directive 4630.5, "Conpatibility,
I nteroperability, and Integration of Conmand,
Control, Communi cations, and Intelligence
(C31) Systens,"” Novenber 12, 1992

(b) AICSI 6212.01B, "Interoperability and
Supportability of National Security Systens,
and I nformati on Technol ogy Systens,” May 8, 2000

(c) CONFI DENTI AL JI TC Report, "Joint
Interoperability Test 01-03 Report (U)," June
1, 2001

1. References (a) and (b) establish the Defense Information
Systens Agency (DI SA), Joint Interoperability Test Conmand
(JITC, as the responsible organization for interoperability test
certification.

2. The Joint Air Defense Systenms Integrator (Joint ADSI),
version 11.103.4, neets sone of its interoperability

requi renents, and specified interfaces are certified as

i nteroperable for joint use. However, the overall systemis not
certified because of untested interfaces. Were possible, JITC
assessed the individual interface interoperability status. The
results are below O the interfaces tested, two preexisting
probl ens have a critical operational inpact. However, one of the
probl enms was tested during United States Arny Service Level
Testing and appeared to be fixed. It could not be tested during
Joint Interoperability Test (JIT) 01-03 due to testbed
limtations. The JITC reviewed the ot her problem and does not
deemit critical. The JITC has deferred this second problemfor
further review and possi bl e downgradi ng at the next Joint

Anal ysi s Revi ew Panel (JARP) neeting. This certification expires
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upon changes that could affect interoperability, but no later
than three years fromthe date of this nmenorandum

3. JITC based this finding on interoperability testing conducted
by a nultiservice teamfrom March 26 through April 12, 2001, at
the JITC facility at Fort Huachuca, Arizona. The encl osed
Certification Testing Summary descri bes the tested network and
system configurations, the testing limtations, and the test
results. JITC conducted JIT 01-03 in a distributed T-1 circuit

| aboratory network, replicating a network of Link 11/11B systens
(Figure 2 of the enclosed Certification Testing Summary). System
interoperability should be verified before deploynent in an
operational environnent that varies significantly fromthe test
envi ronment .

4. Table 1 depicts the interoperability status of Joint ADSI.
The Link 11/11B interfaces tested used the system s inpl enented
Link 11/11B nessages as provided by the Arny and defined in the
Tactical Digital Information Link (TAD L) A/B Message Standard
(ML-STD-6011B). The nessages i npl enented by Joint ADS
represent a subset of all Link 11/11B nessages that satisfy its
system uni que information exchange requirenments and the m ni num
data exchange requirenents identified in ML-STD 6011B

Table 1. Joint ADSI Interoperability Status
SYSTEM TEST /
| NTERFACE VERS| ON CERT DATE STATUS REMARKS
ATDL- 1 Not Test ed
FDL Not Test ed
| DL Not Test ed
Seri al 11.103.4 JIT 01-03 / Certified No defi ci enci es.
Link 11 Jul 2001
Transmt to
Joi nt GCCS
Link 11 to 11.103.4 JIT 01-03 / Certified No defi ci enci es.
Seri al Jul 2001
Link 11
Forwarding to
Joi nt GCCS
JST Not Tested | Scheduled for testing
in JIT 01-04.
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Table 1. Joint ADSI Interoperability Status (continued)

SYSTEM TEST /

| NTERFACE STATUS REMARKS

VERS| ON CERT DATE

Li nk 11 11.103.4 | JIT 01-03 / Certified Sonme defi ci encies
Jul 2001 wi th noderate
operational inpact.
Link 11B 11.103.4 | JIT 01-03 / Certified Sonme defi ci encies
Jul 2001 wi th noderate
operational inpact.
Link 11/11B 11.103.4 | JIT 01-03 / Certified Two deficiencies with
For war di ng Jul 2001 critical operational
i mpact. Further
di scussions are in
reference (c).
Link 11/16 Not Tested
For war di ng
Link 16 Not Tested | Scheduled for testing
in JIT 01-04.
NATO Link 1 Not Test ed
OTH GOLD Not Test ed
TI BS Not Test ed
USMTF Not Tested
Legend:
ATDL- 1 Arnmy Tactical Data Link 1
FDL Forward Area Air Defense (FAAD) Data Link
| DL International Data Link
JST Joint Interface Control OFficer Support Tool
NATO North Atlantic Treaty Organi zation
OTH- GOLD Over the Horizon — GOLD
TI BS Tactical Information Broadcast System
USMTF United States Message Text Formatting

5. JITC dissem nates certification testing information to the
Depart ment of Defense (DoD) community via the Joint

I nteroperability Tool (JIT), which resides on the Secret Internet
Protocol Router Network (SIPRNET) at http://199.208.204. 125/ or
at http://198.17.54.202/ (mrror site), and on the Uncl assified
but Sensitive Internet Protocol Router Network (N PRNET) at
http://jit.fhu.disa.ml/. A copy of this certification

menor andum and the Certification Testing Summary is avail able on
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the JIT. The precedi ng honepage contains instructions for
obt ai ni ng access to JIT information.

6. The JITC point of contact is M. Mchael Mlidor, DSN 879-
5167 or commercial (520) 538-5167. H's e-nmail address is
nol i dorm@ hu. di sa. m | .

FOR THE COMVANDER:
/7

i /
Yy —

1 Enclosure als STEVE E. BRI DGES
Chi ef
C2 and Conbat Support
Systens Division

Di stribution:

Joint Staff J6l, Joint Chief of Staff, Room 1E833,
Pent agon, Washi ngton, DC, 20318-6000

Joint Interoperability Test Comrand, |ndian Head Divi sion,
NSWC, ATTN. JTCA-1PTP, Building 900, 101 Strauss Avenue,
| ndi an Head, MD 20640- 5035

Def ense I nformation Systens Agency, Joint Information
Engi neeri ng Organi zati on, ATTN. Code JECO, 5600
Col unbi a Pi ke, Suite 240, Falls Church, VA, 22041

Chi ef Naval Operations/ N6, Departnent of the Navy/ N62/ CTCS,
2000 Navy Pent agon, Washi ngton, DC 20350

Headquarters, US Air Force Communi cations I nformation
Center/ITA, 1250 Air Force Pentagon, Washi ngton, DC
20330- 1250

Departnent of the Arnmy, Ofice of the Secretary of the
Arny, Ofice Synbol SAIS-1AA 107 Arny Pentagon DI SC4,
Washi ngton, DC, 20310

United States Marine Corps, MARCORSYSCMD, C41 Directorate,
Suite 315, 2033 Barnett, Quantico, VA 22134-5010

Defense Intelligence Agency/DS-MB1, Buil ding 6000, Bolling
AFB, Washi ngton, DC, 20340-3342

Ofice of Secretary of Defense, Director of Operational
Test and Eval uati on, Room 3D1067, 1700 Defense Pentagon,
Washi ngton, DC, 20301-1700
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Ofice of Secretary of Defense, Director of Operational
Test and Eval uati on, Room 3A1073, 1700 Defense Pentagon,
Washi ngton, DC, 20301-1700

O fice of Assistant Secretary of Defense, C31/13
Directorate, Crystal Mall 3, 7'" Floor, 1931 Jefferson
Davi s H ghway, Arlington, VA 22202

Deputy Director for 1/0O Testing, Ofice of Under
Secretary of Defense, AT&L Interoperability, Room 3C261,
Pent agon, Washi ngton, DC, 20301

United States Joint Forces Command, J6l, C4 Plans and
Policy, 1562 Mtscher Ave., Norfol k, VA 23551-2488

United States Coast Guard, COMDI/ G SCE (C4), 2100 2nd
Street SW Washi ngton, DC 20593

JS-J38, JCS, Pentagon, Washi ngton, DC 20318

Director, DOT&E, ATTN. Deputy Director, OT&E, Rm
1C730, The Pentagon, Washi ngton, DC 20301-1700

JIEOQ, Parkridge 111, ATTN. JEBCA, 10701 Parkridge Bl vd.,
Reston, VA 22091-4398

Al'l Service Conbat Identification Eval uation Team (ASCl ET),
104 Bi scayne Road, Bldg. 637, Eglin AFB, FL 32542-5310

Commander, US Arny Communi cati ons-El ectronics Conmand ( CECOM) ,
ATTN: AMBEL- SE- OP- Al, Bldg. 1209, Room 330, Fort Mbonnout h,
NJ 07703-5207

CVMDT, USAADASCH, Directorate of Conbat Devel opnents, 5800 Carter
Road, Ft. Bliss, TX 79916

Commander, US Arny Aviation & Mssile Command, ATTN:
AMGAM RD- BA- C31, Bl dg. 6260, Redstone Arsenal,
AL 35898-5260

Commander, US Arny Aviation & Mssile Conmand, (AMCOV) ATTN:
AMGAM RD- BA- C31, Bl dg. 6260, Redstone Arsenal,
AL 35898-5260

PEO Conmand, Control and Conmuni cations Systens, (PEO C3S), 4920
Uni versity Square, ATTN. SFAE- C3S- ADCCS- AD, Redstone Arsenal,
AL 35898

Commander-in-Chief, U S. Joint Forces Command, ATTN. J35C,
1562 M tsher Ave., Suite 200, Norfol k, VA 23551-2488

Chi ef of Naval Operations, ATTN. N6/ N62G The Pent agon,
Washi ngt on, DC 20350- 2000

Commander - i n- Chi ef, USCI NCPAC, USPACOM I nteroperability Branch
(J6l), Bldg. 20, Room 117, Canp HOM Smith, H 96861-4029

Chi ef, Defense Information Systens Agency, Pacific, Hawaii Field
O fice, Box 64029, Canmp H M Smith, H 96861-4029
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Commandi ng O ficer, Navy Center for Tactical Systens
| nteroperability, 53690 Tomahawk Dr., Ste A-125,
San Diego, CA 92147-5082

Commander, Naval Undersea Warfare Center Division, 1176 Howel |
Street, Bldg. 1171/2, Code 2231, Newport, Rl
02841-1708

Space and Naval Warfare Systens Conmand Systens Center, 53560
Hul | Street, ATTN. 336, San D ego, CA 92152-5001

Commandi ng O ficer, Naval Surface Warfare Center, Dahl gren
Di vi sion ATTN. NO5A, 17320 Dahl gren Road,
Dahl gren, VA 22448-5100

Space and Naval Warfare Systens Conmand Systens Center, Code 611,
P. O Box 38, Patuxent River, NMD 20670-0038

Space and Naval Warfare Systens Conmand Systens Center, 53560
Hul | Street, ATTN. Code D4525, San Di ego, CA 92152-5001

Oficer In Charge, Naval Surface Warfare Center,
FLTCOVBATDI RSSACT, ATTN Code 6EQ00/ 6E30/ 6E40/ 6MD0O, 1922 Regul us
Ave., Virginia Beach, VA 23461-2097

Program Executive O ficer, Tactical Aircraft, Progranms (PVA-231),
NAVAI RSYSCOVHQ, 47123 Buse Road, Unit | PT, Patuxent River, M
20670- 1547

552 Conput er Systens Squadron/ SCTE, 7575 Sentry Ave., (Bl dg. 284),
Ste. 203B, Tinker AFB, OK 73145-9012

Aer ospace Command and Control, Intelligence, Surveillance and
Reconnai ssance Center (AC2I SRC), 130 Andrews St., Ste. 216,
Langl ey AFB, VA 23665- 19931

83 Communi cati ons Squadron/ SCUP, 37 Elm Street, Ste. 205,
Langl ey AFB, VA 23665-2091

The M TRE Cor poration, 202 Burlington Road, Bedford, MA 01730-1420

The M TRE Cor poration, ATTN. Mail Stop 1600C, 202
Burlington Road, Bedford, MA 01730-1420

Headquarters, USSPACECOM J6NP, 250 S. Peterson Blvd., Suite 116,
Pet erson AFB, CO 80914- 3050

WR- ALC/ LKS, 460 R chard Ray Blvd, Ste. 221, Robins AFB, GA
31098- 1640

Headquarters, Air Intelligence Agency/ XRO, 102 Hall Blvd., Ste.
211, San Antonio, TX 78243-7011

690 Conputer Systens Squadron/ENTT, 102 Hall Blvd., Ste. 134,
San Antoni o, TX 78243-7034

Commander, Air Force Comruni cations & Information, Center
(AFCI C), ATTN. SYOT, 1250 Air Force, The Pentagon,
Washi ngt on, DC 20330- 1250
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Det 2 645 MATS/ ENK, 1001 Jack Finney Blvd., Geenville, TX 75403-6056
Lockheed Martin Tactical Aircraft Systens, P.QO Box 748, M 6476,
Ft. Worth, TX 76101
Commandi ng O ficer, Marine Corps Tactical Systens Support
Activity, Bldg. 31337, Box 555171, ATTN. AD-05B, Canp Pendl eton,
CA 92055-5171
Advanced Progranm ng Concepts, 7004 Bee Caves Road, Austin, TX
78746



